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Quienes sobreviven no son los mas fuertes ni los mas inteligentes,
Sino quienes se adaptan mejor.
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Cost

95% *®
Network changes
performed manually

70%

of Policy Violations are
due to human error

75%

Annually spent on of Opex spent on
Network Operations, changes and
troubleshooting

Labor & Tools?

Operational Diversity

1. Cisco McKinsey Study



Complexity

M2M connections
in 2021

Mobile-Cloud

Phones, tablets, wearables

Digital BMS
Badging, lighting, HVAC, cameras

loT

Robots, infusion pumps, sensors

Endpoint Diversity




Risk

Mobile-Cloud

Phones, tablets, wearables

Digital BMS
Badging, lighting, HVAC, cameras

loT

Robots, infusion pumps, sensors

Stolen in Ransomware

6 months to detect breach?

Increased Threat Surface

2 Ponemon Research Institute Study on Malware Detection, Mar 2016



http://www.ponemon.org/blog/new-ponemon-study-on-malware-detection-prevention-released
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Correlation of multiple events giving deeper insights with suggested
actions for problem resolution



What is SD-Access?



Software-Defined Access

Networking at the speed of Software!

DNA Center
Identity-based

@ # _‘\6 @ Policy & Segmentation

Policy Automatio Analytic Decoupled security policy definition
from VLAN and IP Address

S

Automated

pr— Network Fabric
£=

Single Fabric for Wired & Wireless
with Workflow-based Automation

\\ I Insights
o) — & Telemetry
Analytics and insights into

A-Extensio User Mobility > i :
@ @ . . 6 user and application behavior
- Policy stays with

user




Software-Defined Access @

Network Fabric — Normalized Transport for Wired & Wireless

Underlay Network

© 2017 Cisco and/or its affiliates. All rights reserved. Cisco Confidential



SD-ACCESS g

Automated In5|ghts &
Network Fabric Policy & Telemetry
Segmentation
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@ Global
ks

Sacramento

ks

San Francisco

r S

“ Network Settings

AAA: 10.1.5.1/24
@ DHCP: 10.2.1.250/24
DNS: 10.1.5.5/24

SYSLOG: 10.1.7.12/24

-

Building 22

-

Building 23

-

San Jose

Building 24

Floor 2

— [+

Floor 1

Device: Catalyst 9300

Site Hierarchy and Device Settings






Secure segmentation and onboarding:
Cisco Software-Defined Access

..........................

V(O

{rimmh{rYamg IT simplicity
i Groupl ii Group2 !}

M AN / « No VLAN, ACLs, or IP address
management required

« Single network fabric

- Define one consistent policy

Drag policy

B § . Simplified microsegmentation
\ Group5 }1{ ' : .
- Policy enforcement

Guest virtual network

Completely automated | Policy follows identity | Reduces lateral threat movement




Seeing and acting on ALL threats

41%

of organizations are victims of attacks used encrypted
of malicious activity* traffic to evade detection*

Encrypted traffic

Nonencrypted
traffic

*Source: Ponemon Institute — Hidden threats in encrypted traffic

How do you provide security while maintaining privacy?




Machine learning
Identifles malware

Encrypted Traffic Analytics

Malware in
encrypted traffic

Security
AND privacy

Detection:
99.99% accuracy

Infrastructure view of the data

Google search

Firefox self-repair

Data Exfiltration
sre dst Bestafera malware
C2 Message

Self-Signed Certificate




DNA Assurance

Components

- ' Network, Client & Applications

= Health

= 360

= [ssues

= Suggested Actions




dalal. pNA . " = i5
cisco ATeR DESIGN roLicy PROVISION ASSURANCE

| Wireless client took a long time to connect (SSID: LA-Corporate3, AP: LA2-AP1815-33, Band: 2.4 GHz, Site:

Global/USA/Santa Monica/Level 1) - Excessive time due to RF issues
Issues Ll : )

Status: Joen v

Open Resolved

Description Average Onboarding Times (AP Group: 149b3580-422a-4378-948d-6¢1943a22802) O
Last Occurred ity iR T - o 1 -t
Time . Show Al

dan 27, 2018 B:42

B

Jdan 26, 2018 753

Jan 29, 2018905 | 3l ..I.llllll.l-llllll.llll
. 109 1p £ ap &p & 1Ia & ] &

Jar 29, 2018 905

Impact

B L

Jan 20, 2018 905

am

Jan 29, 2018 9:05

am

Suggested Actions (5)

1 Check wheihar the chent moved dunng the suthentication




dlniln pN DESIGN
Cisco ir

Issues

Open Resolved

Last Oceurred Time

POLICY PROVISION ASSURANCE

High input/output utilization

Status:  Op

Suggested Actions (6)

switchport access
lead-interval 30
spesd 100

wnd

T0-3358-ALC-18

Etherne
Hardware is Ten
lisbility

input low

ook immrfeca ut

on interface 'TenGigabitEthernet1/0/2'

Check running configuration on the aflected interface on network device

4 fun it TenGigatstEthernet

terface TenGigabitEthernatl/e/2

vlan 100 switchpert mode access

ip device tracking maninum 18

Chick port counters an the affected interface on network device

shew interface TenGigal ot 1/002

terface TenGigabitEthernstl/o/2

t1r82 is v, L protocol 15 up (conmected
Gigabit Ethern address i3 Good.3026.8382 (bin Godd,3026.8882)
155/255, txload 1/235, rxload 248/255

ation ARPA, loopdack not set

Full-duplex, 108Mb/s, media type i3 100/1009/2.5G/5G/10GBaseTX

rob 45 off, output flow-control is unsupparted

») on both sidas of tha link

MTU 1500 bytes,

oW 109080 Kbit/sec, DLY 109 usec,
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